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Pexomenayemblie TeMbI BbIIIYCKHBIX KBATH(PUKAIMOHHBIX padoT
10 nmporpaMmMme nNpo(peccCuoOHAIbHOU NMEePenoAroTOBKI
«ndopmannonHas 6e3onacHocTh. Ob0ecneyeHue 3alUTHI HHGOPMaLMHU
OrPAHUYEHHOIO J0CTYNA, He COAeP KalleH CBeJeHNsl, COCTABJISIOLINE
rocyJIapCcTBEHHYI0 TaliHy, HEKPUNITOrpapuuecKUMH U KPUNTOrpagudecKUMHI

MeTOoJaMU»

1. ®opMupoBaHue TpeOOBAaHUH MO 3aIUTE UHPOPMALIMH JJIs1 TEPPUTOPUATBHOTO
CEerMeHTa rocy1apCTBEHHON MH(OPMAIIMOHHON CUCTEMBI.

2. Pa3paboTka OpraHM3aliMOHHO-PACHOPSAUTEIBLHOIO JOKYMEHTa IO 3alluTe

nH(pOpMauu, ONpeaessIOIEero MPaBuiia U MPoLeaypy yrpasieHus (aAMUHUCTPUPOBAHNS)
CUCTEMOM 3alllUThl HH(MOpPMALMU TEPPUTOPUATBHOTO CETMEHTa TIOCYJIapCTBEHHOMN
MH(OPMAITMOHHON CHCTEMBI.

3. Pa3paboTka opraHM3alluOHHO-PACIIOPSIAUTENHLHOTO JIOKYMEHTa IO 3allluTe
uHopMaIuu, ONPENESIONEero TMpaBWia W MPOUEAYPY BBISBICHUS HHIIUJIECHTOB
nH(}OpPMAIMOHHONW 0€30MaCHOCTH U pearupoBaHre HA HUX B TEPPUTOPHAIBHOM CETMEHTE
rocyapCcTBeHHOM UH(POPMAITMOHHOM CUCTEMBI.

4. Pa3paboTka opraHu3aliMOHHO-PACIIOPSAUTEILHOTO JOKYMEHTa IO 3allluTe
uH(popManuu, ONpenessolIero MpaBuja YIOpaBiIeHUs KOH(PUIypaluedl aTTecTOBaHHOMN
MH(POPMAITMOHHON CHUCTEMBI U CHUCTEMbl 3aIUTHl MHOOpPMAlMK B TEPPUTOPUATBHOM
CErMEHTE roCyJapCTBEHHON MH(POPMALIMIOHHON CUCTEMBI.

S. PazpaboTka opraHu3anMOHHO-PACTOPSIAUTEIHHOTO JOKYMEHTa IO 3allluTe
nHpopMaIuu, OMpeACsIoNIero MpaBwia W MOPOUERypY KOHTpoJsisi (MOHUTOPUHTA) 3a
oOecrieuyeHrneM YpOBHS 3alMIIEHHOCTH MH(OpMALK, COAEPKALIENHCS B TEPPUTOPUATIEHOM
CErMEHTE roCyJapCTBEHHON MH(GOPMAIIMOHHON CUCTEMBI.

6. Pa3paboTka opraHM3alluOHHO-PACIIOPSIAUTEIFHOTO JIOKYMEHTa IO 3allluTe
uH(bOpPMAIIIH, ONIPEACIISIONICTO MPaBUia U MPOIEAYPHI 3aIUTHl UH(POPMAITUU TIPU BBIBOJIE
M3 OKCIUTyaTalldd TEPPUTOPUATIBHOTO CErMEHTa TOCYJIapCTBEHHON WHGOPMAIIMOHHON
CUCTEMBbI WM IPUHSATHU PEIIeHUs 00 OKOHYaHUU 00paObO0TKU MHPOPMAIIHH.

1. Crtpykrypa, 3a1a4u U PyHKIIMH OOBEKTOBOM CUCTEMBI 3aIIUTHI HHPOPMAIUH.
TpeboBanus k crienuanrcTaM MO TEXHHYECKOH 3ammTe nHGOpMaIuu.
8. TpeboBanus 1o 3anuTe peueBOor KOHGUICHIMAIBHOW HH(pOpMAIUU OT €e

YTEYKH 10 TEXHUYECKUM KaHaiaMm. [lopsimok TpoBeleHHs OpraHu3allMOHHBIX U
TEXHUYECKUX MEPONPUSITUH MO CO3aHUIO 3alTUIIAEMOr0 TOMEIICHUS.

9. [Topsimok mpoBeeHHs] OpraHU3alMOHHBIX M TEXHUYECKUX MEPOIPHUITHI MO
3amuTe KOHGUISHIIMAIBHON HHPOPMAITUU OT €€ YTEUKH 3a CUeT HECAHKIMOHUPOBAHHOTO
J0CTyTIa B UHOM (HETOCYIapCTBEHHOM ) MHPOPMAIIMOHHON CHCTEME.

10. Tlopsimox mpoBeAeHUS OPTraHU3ANMOHHBIX U TEXHUYECKUX MEPOIPHUSATUH IO



o0ecredueHr0 0e30MacHOCTH TEPCOHAJBbHBIX JAaHHBIX MpU HX OOpabOoTKEe B HMHOMN
(HerocynapcTBeHHON ) MH(POPMALIMOHHON CUCTEME.

11. Tlopsimoxk mNOpoOBEOEHUS MEPONPHUATHN IO aTTECTAlMU paclpeacsIeHHON
rocyJapCcTBEHHOM  WMH(OpPMAIMOHHOM  CHUCTEMBbI,  cojepkamed  UHGOpMAILHIIO
OTPaHUYEHHOTO JIOCTYIIa, HA COOTBETCTBUE 00s3aTEIIbHBIM TPEOOBAHUSIM.

12.  CoctaB u coaepxanue padoT IO OLEeHKe PHEKTUBHOCTH CHCTEMbI 3aIlIUThHI
NEPCOHANBHBIX JAHHBIX B HHBIX (HErOCYJIapCTBEHHBIX) WH()OPMAIMOHHBIX CHCTEMAaxX
NEPCOHANIBHBIX JJAHHBIX.

13. OcoOGeHHOCTH MPOBECHUS PadOT MO BEIOOPY U BHEAPEHUIO CPEJICTB 3aIUTHI
nH(GOpPMaIIMU B TOCYTAPCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMAX.

14. OcoOeHHOCTH MPOBECHUS PadOT MO BHIOOPY U BHEAPEHUIO CPEJICTB 3AITUTHI
uH(pOpMaIMU B UHBIX HH(POPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX TaHHBIX.

15. 3ammra wuHQOpMAUMKM  OrPAaHUYEHHOrO JOCTyHa OT  MPOrPAMMHO-
MaTeMaTUYECKUX BO3AEHUCTBUMN U YSI3BUMOCTEN MMPOTPAMMHBIX CPEICTB.

16. 3ammra uHQOpPMAIMU TPU TMOIKIIOYCHUN HHPOPMAIIMOHHBIX CUCTEM OOIIETO
M0JIb30BAaHUS K MEXAYHAPOIHON KOMIBIOTEPHOU ceTH «IHTepHEeT».

17.  CpoocoObl M CpeacTBa BBISBICHUS YIPO3, PEAIU3YEMBIX MO TEXHUYECKUM
KaHajlaM yTE€YKd HH(OpMAalMM OrpaHUYEHHOIO JIOCTyIa, MOTEHUIUAIbHO BO3MOXHBIX B
OpraHU3aIIH.

18.  CnocoObl U cpeAcTBa BBISIBICHUS YIPO3 HECAaHKIIMOHUPOBAHHOTO JOCTYIA K
uH(}OpMAIUU U CTIeIUATbHBIX BO3JICHCTBUN HA HEE TPUMEHUTENBHO K 8auuell Opeanu3ayuu.

19. TIporpamMMHO-TEXHUYECKHE CIIOCOOBI M CPEACTBA 3aIIUTHl WHGOPMAIUU OT
HECaHKIIMOHUPOBAHHOTO JOCTYIa IPU MEKCETEBOM B3aUMOACHCTBUM U B3aUMOJICHCTBUU C
UH(POPMAIIMOHHBIMU CETSMHU OOIIETO MOIB30BAaHUS IPUMEHUTEIBHO K 8auieli OpeaHu3ayuu.

20. Tlopsmok opraHW3alliu M COAEPKAHUE MEPOIPHATHA aTTecTanuu 0O0BEKTOB
nHpopMatuzanmu 1o TpeOoBaHUsIM O€30MacHOCTH HWHGOpPMAIMKM Ha TpUMEpPE Baulell
Opeanu3ayuuU.

21. Cnocobsl u cpeactBa KpunrTorpaduyeckod  3amuThl  MHGOpPMAIIIH,
NPUMEHSIEMBIE B 8auieli Op2aHu3ayuu.

22.  CrnocoObl MPUMEHEHHUsI CPENICTB MEKCETEBOI'0 HSKPAaHUPOBAHUS JJISl 3aIUThHI
nH(bOpMaLlMU OT HECAaHKIIMOHUPOBAHHOT'O JOCTYTIA.

23. llopspok m MexaHuU3M TpPUMEHEHUST UHPPACTPYKTYpPHI OTKPBITHIX KITIOUEH
(PKI) st 3amuthl HHGOPMAIIMK B OPTaHU3ALIHH.

24. Pa3paboTka BUpPTyaJIbHON 3allMIICHHOW CETH OpraHu3aiuu Ha 0Oasze
nporpaMMHoro ooecrieuenust ViPNet (v aHaJIOrHYHOTO MPOrPaMMHOTO O0CCIICUCHU ).

25. OrmeHka 3alMIIEHHOCTH TIOMEIIECHUS XO3SMCTBYIOIMIETO CyObekTa (Ha
KOHKPETHOM TIpUMEpE) OT YTEUKH pedyeBOMl KOHPUIAEHIUAIbHOU HHPOpMALUU IO
aKyCTHYECKOMY U BUOPOAKyCTHUECKOMY KaHaJIaM.

26. Opranuzanus OesomnacHoro ynpaineHHoro paoctyna k JIBC opranuzaiuu,
PEIPUITHSL.

27. Ouenka 5((PEKTUBHOCTH TPUMEHEHUS CPEICTB M METOJOB 3allUThI
uH(pOpMAIUU Ha TPEIPUSITHH.

28. Ilpumenenune DLP-cuctem kak mHcTpymeHTa oOecrieueHuss nHOOPMAITMOHHON
0€30macHOCTH B OpPTaHU3AIUH.



29. VYmpamieHue = HWHIMICHTAMHA  WH()OPMAIIMOHHON 0e30MmacHOCTH c
HCMOJIb30BaHUEM BO3MOXHOCTEN DLP-cuctem u cpesicTB akTUBHOTO ayIuTa.

30. PaseeprteiBanme ympoctoBepsitomero rmertpa Ha OC UNIX  (Linux) c
UCIOJIb30BAaHUEM CEPTUPHUIIUPOBAHHBIX KPUNTOTpaUUECKUX CPENICTB.

31. Hcnoawp3oBaHHE 3alUTHBIX MeXaHU3MOB, BcTpoeHHBIX B OC GNU\LINuX, ms
3aIUThl THGOPMAILIMK B OPraHU3aAIUH.

32. CnocoOsl U cpeAcTBa OOHapyKEHUSI HECAHKIIMOHUPOBAHHOIO JIOCTyMa K
uHdopMmaiu, oopadaTeiBaeMoi B ”HQOPMAIIMOHHBIX CUCTEMAaX.

33. IlepcnekTvBbl M WHHOBALMM B TEXHOJIOTUSX KPUIITOTPAPUUECKON 3allUThI
uHpOpPMALIUH.

34. Tlopsngok moJlydeHHs, BBOJ B OKCIUTyaTalldi0O W WCIOJIb30BAaHUE CPEJICTB
Kpunrtorpaduueckoi 3amuThl THGOPMAIIMHA B OPTaHU3AIUH.

35.  OTBETCTBEHHOCTh 3a IPaBOHAPYIICHUS B 00JIACTH 3alIUTHI HMHGOPMAIIHH.
Bunabt 1 popMbI ipaBOHAPYIIICHHHA, TOTESHITHATHFHO BO3MOXKHBIE B 8aieli OP2aHU3ayuuU.

36. IlpaBonapymenuss B cdepe 3ammThl KOHOHUACHIMATBHONH HH(DOpMAIHH,
O0COOCHHOCTHU UX BBISIBJICHHSI B paMKaX CITyKEOHBIX TTOTHOMOYHUH.

HpuMeanue: mexkcm «eauietl opzarHuzayuuy HeoOX00UMO 3aMeHums Ha 00e3IU4YeHHOoe
HA36aHue opcaHusayuu. HanpuMep, C(NPUMEHUMETIBHO K Me%paﬁOHHOﬁ HA10208011
UHCnEeKyuu».

[TpopekTop mo yuebHol paboTe /1_/.7(\} : / N.B. Koxanona
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